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For many centuries the goal of cryptography was the protection of
privacy of communications. Computers, digital communication and in
particular the Internet have brought an abundance of new security goals.
Examples are: anonymity, authenticity, non-repudiation, authorized
wiretapping (called law enforcement), and traceability. For realization
of each case different security mechanisms are needed. The goal of the
course is to make students familiar with such techniques and some of
the foundations of these methods. By learning the concept of cryptology
and its related mathematics, students are capable to design and
implement new cryptographic algorithm or customization of the state of
the art schemes upon the request.
Upon successful completion of the course, students will be able to
1. Implement and cryptanalyze classical ciphers.
2. Design and implement stream ciphers
3. Describe modern private-key cryptosystems and ways to
cryptanalyze them.
4. Describe modern public-key cryptosystems and ways to
cryptanalyze them.
5. Explain the mathematical concepts underlying modern
cryptography.
History and overview of cryptography
Classic Cryptology
Shannon Theory

Computer usage:
Assignments:
Projects:

Grading:

Basic symmetric-key encryption
One time pad and stream ciphers
Block ciphers
Block cipher abstractions: PRPs and PRFs
Attacks on block ciphers
Cryptographic Hash Functions
Hash functions and data integrity
Security of hash functions
Message Authentication code
Public key cryptography
Arithmetic modulo primes
Cryptography using arithmetic modulo primes
Public key encryption
Arithmetic modulo composites
Digital signatures
Digital signatures: definitions and applications
More signature schemes and applications (If time allows)
Some parts of the course will be presented using PowerPoint.
Four written assignments, two computer assignments, Presenting a
research paper of cryptography field.
Students will choose a project topic from the beginning of the semester.
The project consists of the research and implementation of a recent
cryptographic algorithm along with its performance evaluation.
Assignments
20%
Final Project (Presentation)
10%

Further readings:
Prepared by:

Midterm exam:
30%
Final exam:
40%
NIST Computer Security Publications - NIST Special Publications
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